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This technical proposal defines enhancements to provide NVMe-oF with the same level of resource
enumeration as is available with local PCle-based NVMe devices. It defines an NVMe-oF level
mechanism for notifying provisioned hosts about remote resource state changes (i.e., added, removed,
modified), specifically Discovery Log changes.

These changes allow an optional explicit persistent connection to Discovery controllers, and defines a
mechanism to indicate changes occurring on Subsystems and Namespace controllers via:
e Asynchronous Notification for optional events; and
e Transport Binding specifications may need to be updated for methods of:
0 Host determination of active Discovery controller(s): and
o Discovery controller binding.
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[Description of Specification Changes]

[Changes to NVM Express over Fabrics 1.0 Specification]

[Modify section 1.5.6 “Discovery” as shown below:]
1.5.6 Discovery

NVMe over Fabrics defines a discovery mechanism that a host may use to determine the NVM subsystems
the host may access. A Discovery controller supports minimal functionality for providing Discovery Logs. A
Drscovery controller may support notrfrcatlon of Drscovery Log changes using Asynchronous Events. and-enly
! . eved- A Discovery controller
does not |mplement le] Queues or expose namespaces A Discovery Service is an NVM subsystem that
exposes only Discovery controllers.

[Modify Figure 19 “Connect Command — Submission Queue Entry” in section 3.3 “Connect Command
and Response” to fix specification errata as shown below:]

Figure 19: Connect Command — Submission Queue Entry

Byte Description

Keep Alive Timeout (KATO): This field has the same definition as the Keep Alive Timeout
51:48 | defined in section-5-15-1:14 5.12 of the the NVMe Base specification. The controller shall set the
Keep Alive Timeout Feature to this value.

[Modify section 5 “Discovery Service” as shown below:]
5 Discovery Service

NVMe over Fabrics defines a discovery mechanism that a host uses to determine the NVM subsystems that
expose namespaces that the host may access. The Discovery Service provides a host with the following
capabilities:

e The ability to discover a list of NVM subsystems with namespaces that are accessible to the host:;
The ability to discover multiple paths to an NVM subsystem-;-and
The ability to discover controllers that are statically configured:;
The optional ability to establish explicit persistent connections to the Discovery controller; and
The optional ability to receive Asynchronous Event Notifications from the Discovery controller.

A Discovery Service is an NVM subsystem that supports only Discovery controllers. A Discovery controller
supports minimal functionality and only implements the required features related to Discovery Log Pages-that
allow-the Discovery-Log-Page-to-beretrieved and does not implement I/O Queues or expose namespaces.

The functionality supported by the Discovery controller is defined in section 5.4.

The host uses the well-known Discovery Service NQN (ngn.2014-08.org.nvmexpress.discovery) in the
Connect command to a Discovery Service. The method that a host uses to obtain the NVMe Transport
information necessary to connect to the well-known Discovery Service is implementation specific.

The Discovery Log Page provided by a Discovery controller contains one or more entries. Each entry
specifies information necessary for the host to connect to an NVM subsystem. An entry may be associated
with an NVM subsystem that exposes namespaces or a referral to another Discovery Service. There are no
ordering requirements for log page entries within the Discovery Log Page.

Discovery controller(s) may provide different log page contents depending on the Host NQN provided (e.g.,
different NVM subsystems may be accessible to different hosts). The set of Discovery Log entries should
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return include all applicable addresses on the same fabric as the Discovery Service and may include
addresses on other fabrics.

Discovery controllers that support explicit persistent connections shall support both Asynchronous Event
Request and Keep Alive commands (refer to NVMe Base specification sections 5.2 and 5.12 respectively). A
host requests an explicit persistent connection to a Discovery controller and Asynchronous Event Notifications
from the Discovery controller on that persistent connection by specifying a non-zero Keep Alive Timer value in
the Connect command. If the Connect command specifies a non-zero Keep Alive Timer value and the
Discovery controller does not support Asynchronous Events, then the Discovery controller shall return a
status value of Connect Invalid Parameters (refer to Figure 22) for the Connect command. Discovery
controllers shall indicate support for Discovery Log Change Notifications in the Identify Controller Data
Structure (refer to Figure 33).

: Discovery controllers that do not
support epr|C|t perS|stent connectlons shall not support Keep Allve commands and may use specify a fixed
Discovery controller activity timeout value (e.g., 2 minutes). If no commands are received by such a Discovery
controller within that time period, the controller may perform the actions for Keep Alive Timer expiration
defined in section 7.1.2.

[Modify section 5.1 “Discovery Controller Initialization” as shown below:]
5.1 Discovery Controller Initialization
The initialization process for the Discovery controllers is described in Figure 36.below:

Figure 36: Discovery Controller Initialization process flow
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Figure 36 references:

1. Referto section 3.3;

2. Refer to NVM Express Base specification Asynchronous Event Request command in section 5.2;
3. Refer to NVM Express Base specification Keep Alive command in section 5.12; and

4. Refer to the following steps in this section.

After the Connect Command completes with a status of Successful Completion, the host performs the
following steps:
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NVMe in-band authentication is performed if required (refer to section 6.2);
The host determines the controller’s capabilities by reading the Controller Capabilities property;
The host configures the controller’'s settings by writing the Controller Configuration property, including
setting CC.EN to ‘1’ to enable command processing;
4. The host waits for the controller to indicate it is ready to process commands. The controller is ready to
process commands when CSTS.RDY is set to ‘1’ in the Controller Status property; and
5. The host determines the features and capabilities of the controller by issuing the Identify command,
specifying the Controller data structure.
After initializing the Discovery controller, the host reads the Discovery Log Page. Refer to section 5.3.

wh e

[Modify figure 31 “Discovery Controller — Admin Commands” in section 5.2 “Discovery Controller
Properties and Command Support” to add the additional optional commands this TP introduces as
shown below:]

Figure 31: Discovery Controller — Admin Commands

Opcode by Field Namesp
(07) (06:02) (01:00) | Combined 1 ace G :
Generic | . | Data Opcode? | M Ident|f|3er omman
Command Transfer* Used
0b 000 00b 10b 02h M n/a Get Log Page
0b 000 01b 10b 06h M n/a Identify
Ob 000 10b 0lb 09h NOTE 5 n/a Set Features
Ob 000 10b 10b 0Ah NOTE 5 n/a Get Features
0b 000 11b 00b 0Ch NOTE 5 n/a Asynchronous Event Request
Ob 001 10b 00b 18h NOTE 5 n/a Keep Alive
NOTES:
1. O/M definition: O = Optional, M = Mandatory.
2.  Opcodes not listed are reserved.
3. The Namespace Ildentifier field (CDW1.NSID) is reserved for Discovery controllers.
4. 00b = no data transfer; 01b = host to controller; 10b = controller to host; 11b = bidirectional
5. For Discovery controllers that do not support explicit persistent connections, the command is reserved.

For Discovery controllers that support explicit persistent connections, the command is mandatory.

[Modify figure 33 “Discovery Controller — Identify Controller Data Structure” in section 5.2 “Discovery
Controller Properties and Command Support” to add OAES field as shown below:]

Bytes O/M | Description

260:8491:84 Reserved

Optional Asynchronous Events Supported (OAES): This field indicates the
optional asynchronous events supported by the controller. A controller shall not send
optional asynchronous events before they are enabled by host software.

95:92 M Bit 31 is set to ‘1’ if the controller supports sending Discovery Log Change
Notifications. If cleared to ‘0’, then the controller does not support the Discovery Log
Change Notification events.

Bits 30:0 are reserved.

260:96 Reserved

[Add section 5.4 “Discovery Controller Features and Command Support” as shown below:]

5.4 Discovery Controller Features and Command Support
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These features indicate the attributes of a Discovery controller (refer to Figure 37). This is optional information
not required for proper behavior of the system (refer to NVM Express Base specification — Figure 105: Set
Features — Feature Identifiers).

Figure 37: Set Features ldentifier

Feature > Persistent Across Power Uses Memory Buffer I,
Identifier oM Cycle and Resetl for Attributes P
00h to OAh Reserved
0Bh (0] No No Asynchronous Event Configuration
0Ch to OEh Reserved
OFh (@) No No Keep Alive Timer
10h to BFh Reserved
COh to FFh Vendor Spe(:ific3
NOTES:

1. This column is only valid if the feature is not saveable (refer to NVM Express Base specification —
Feature Values in section 7.8). If the feature is saveable, then this column is not used and any feature
may be configured to be saved across power cycles and reset.

2. O/M definition: O = Optional, M = Mandatory.

3. The behavior of a controller in response to a vendor specific Feature Identifier is vendor specific.

5.4.1 Asynchronous Event Configuration (Feature Identifier 0Bh), (Optional)

Discovery controllers that support Asynchronous Event Notifications shall implement the Get Features and
Set Features commands. A Discovery controller shall enable Asynchronous Discovery Log Event
Notifications, if a non-zero KATO value is received in the Connect command sent to that controller.

Figure 38 defines Discovery controller Asynchronous Event Notifications.

Figure 38: Asynchronous Event Configuration — Command Dword 11

Bit Description

Discovery Log Page Change Notification: This bit indicates that the Discovery controller
31 reports Discovery Log Page Change Notifications. If set to ‘1’, the Discovery controller shall send
a notification if Discovery Log Page changes occur.

30:00 Reserved

[Add section 5.5 “Discovery Controller Asynchronous Event Information — Requests and
Notifications” as shown below:]

5.5 Discovery Controller Asynchronous Event Information — Requests and Notifications

If Discovery controllers detect events about which a host has requested notification, then the Discovery
controller shall send an Asynchronous Event with the:

e Asynchronous Event Type field set to Notice (i.e., 2h);

e Log Page ldentifier field set to Discovery (i.e., 70h); and

e Asynchronous Event Information field set as defined in Figure 39.

Figure 39: Asynchronous Event Information — Notice

Value Description
Discovery Log Page Change: A change has occurred to one or more of the Discovery Log
FOh Pages. The host should submit a Get Log Page command to receive updated Discovery Log
Pages.
Flhto FFh | Reserved for future NVMe-oF Asynchronous Event Notifications

5.5.1 Discovery Log Page Change Asynchronous Event Notification (Event Information FOh)
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When a Discovery controller updates Discovery Log Page(s), the Discovery controller shall send a Discovery
Log Page Change Asynchronous Event notification to each host that has requested asynchronous event
notifications of this type.

[Increment subsequent figure numbers in the NVMe over Fabrics 1.0 specification to reflect added
Figures 36-39 above.]

[Changes to NVM Express Base specification]
[Modify two figures below to add a range for NVMe over Fabrics]

[Modify Figure 49 “Asynchronous Event Information — Notice” in section “5.2.1 Command
Completion” to add a range for NVMe over Fabrics as shown below:]

Value Description
3h—FFh03h to EFh Reserved
FOh to FFh Refer to NVMe over Fabrics specification

[Modify Figure 143 “Asynchronous Event Configuration — Command DWORD 11" in section “5.21.1.11
Asynchronous Event Configuration (Feature Identifier 0Bh)” to add a range for NVMe over Fabrics as
shown below:]

Bit Description
31:1131:28 Refer to NVMe over Fabrics specification
27:11 Reserved
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